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Do you trust it?
No, | dont.




Your votes matter!
e Poll about the knowledge of blockchain technology:

Conoscete la tecnologia blockchain?

Final Results

20% Si
o

40% Si, ma non in modo approfondito

20% Ne ho sentito parlare, nulla di piu

20% No

5 votes 13:35/
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Today we talk about

blockchain
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But first...
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Let's reverse the entropy to go
back a week
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What we talked about

We got the difference between centralization and
decentralization and the meaning of distribution.

Source from which | took the screenshot

Original paper

Stotion

(a) (b) (c)
Fig. 1—(a) Centralized. (b) Decentralized. (¢) Distributed networks.
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https://medium.com/@VitalikButerin/the-meaning-of-decentralization-a0c92b76a274
http://pages.cs.wisc.edu/~akella/CS740/F08/740-Papers/Bar64.pdf

What we talked about

Architecturally
centralized

Architecturally
decentralized

Logically centralized

Logically decentralized

Politically Politically Politically Politically
centralized decentralized centralized decentralized
Traditional Direct 2 2

corporations [ democracy ' '
— Civil law
Blockchains, Traditional BitTorrent,
? Common CDNs, English
law Esperanto language

(initially)

Architecturally
centralized

Architecturally
decentralized

We got also the three main properties to classify
centralized/decentralized systems:
° Architectural (de)centralization
Political (de)centralization
Logical (de)centralization

Source: Buterin's article
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What we talked about

e Weunderstood the power of the decentralization by focusing on the great strengths:
o  Fault tolerance
o  Attackresistance
o  Collusionresistance
e Wegot a better idea about decentralization strengths by doing some examples:
o Immuni
o  League of Legends

e Today we're going to focus on another example: blockchain
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What is a blockchain?

“A blockchain is a technology that allows to record and organize information in transactions in blocks.
Each block is linked to the previous one via cryptography, thus forming the block chain.

The inclusion of a transaction in a block is allowed by a predefined consensus mechanism among the participants
of the blockchain.

The ledger is shared among all blockchain participants.”

Source: Da Zero alla Luna
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Transactions and block
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Transaction

A transaction represents the registration of an event between one or more actors.

If we talk about Bitcoin, a transaction contains the amount that was transferred between two people.
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Block

A block is a file that contains transactions data.
If we talk about Bitcoin, a block contains:

e Transactions data
e Linkto the previous block
e Timestamp
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Chain

We got what is a block. But how the chain is made up?
The chain is made up by linking each single block to the previous one via cryptography.
Why do the blocks have to be linked?

The linking process allows you to have a ledger that is impossible for anyone to edit. | would change a
transaction inside an old block, | have to change that block but also all the following blocks. Remember:
each block contains the hash of the previous block.

In short words, | have to change the chain!
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Consensus algorithm
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Consensus algorithm

Why does a blockchain need a consensus algorithm? We already have the chain!
Keep in mind this concept: when we talk about blockchain, we don't just talk about the linking process of
the blocks, but we mean also the decentralized (and distributed) network on which the blockchain is

based.

In other words, the decentralized network needs a communication protocol to work correctly.
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Consensus algorithm

Periodically, the nodes of the network accept transactions. Each transactionis insert in a block. When the
“timer” has expired, the nodes close the block and any transaction will be insert in this block.

The network proposes a challenge (Proof of Work, PoW): the miners have to find an hash with n zeros at
the beginning of the hash string. The first miner that wins the challenge, wins a reward.

Challenge: find an hash string with n zero at the beginning.

Reward: a method to incentivize network participants to “play fair”.
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Consensus algorithm

Nowadays, the consensus algorithms that are used are:

e Proof of Work
e  Proof of Stake
e  Proof of Existence

The most used is PoW.
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Ledger
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Ledger

As we said in the last speech, a blockchain keeps an immutable ledger.
We can say that a blockchain is DLT (Distributed Ledger Technology).

In other words a blockchain is database, but not vice versa.
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Ledger

e Ablockchainis adatabase
e ADLT isadatabase
e AblockchainisaDLT

e ADLT is not necessary a blockchain
e Adatabaseis not necessary a blockchain
e Adatabaseis not necessary a DLT

Database >> DLT >> Blockchain (consider these concepts as sets)
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Ledger

Every nodes of the network must contain the same content. Every nodes must agree.

The winner miner sends the result to the network: the network nodes check that the hash found is
correct.
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What is the purpose of the
consensus algorithm?
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What is the purpose of the consensus
algorithm?

Before answering this question, let’s talk about the history of blockchain.


#
#
#
#

History of the blockchain

Blockchain was born with Bitcoin.

At the end of 2008, Satoshi Nakamoto (we still don’t know who is) published a white paper: in this
document Satoshi presents Bitcoin.

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purcly peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
‘proof-of-work chain as proof of what happened while they were gone.


#
#
#
#
https://bitcoin.org/bitcoin.pdf

History of the blockchain

In this paper, Satoshi didn’t write blockchain, but he talks about a peer-to-peer electronic cash system. He
wanted to create a new way to exchange cash.

But what is the purpose?
Throughout the history of humanity, we trusted on a third-party.

The financial crisis in 2008 is a demonstration of the trusted-third-party problem.
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History of the blockchain

The purpose of Satoshi was to build a peer-to-peer system: he wanted to erase the trusted-third-party.

The users can exchange cash without the need of banks (trusted-third-parties). In this way, Bitcoin
deprives the banks of authority.
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History of the blockchain

But without a trusted-third-party, how can we sure that a person is not cheating? This is the Byzantine
generals problem!

Satoshi has solved this problem with the PoW!
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https://en.wikipedia.org/wiki/Byzantine_fault
https://en.wikipedia.org/wiki/Byzantine_fault

History of the blockchain

e Ablocktovalidate is ready
e Miners areready to mine the hash (they try to win the challenge)

e If any miner sends an incorrect hash string to the network, the network notices it and rejects the
hash string

e The hash stringis validate by every nodes (or many of them)

This is the purpose of the consensus algorithm.
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What is the purpose of the consensus
algorithm?

Thanks to consensus algorithm, the double-spending problem in Bitcoin is solved!

There is an attack that it could be possible: 51% attack (never happened in Bitcoin).
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So, don't distribute the
knowledge,

but decentralize it to the
world.

It's safer.
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The end.

Maybe this is the end... or it could just be the beginning.
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